
Bring Your own Device Policy 

Introduction 

Dunkeswell Parish Council supports the use of personal devices, such as mobile phones 
and tablets, to enable efficient access to Council Information. Using a personal device in 
this manner is known as “Bring your own Device” (BYOD). 

Advice from the ICO is that there is no legal requirement for a “Council Only” email 
address, however, they do emphasise strongly that this is good practise. 

There are increased risks to information associated with BYOD, such as ensuring that 
council contacts and information are kept securely, even if your personal device is lost, 
stolen or is accessible to others, for example family members, work colleagues etc. 

Where possible, Identifying information will be redacted when sharing information. 

Councillors should be aware that in the event of a Freedom of Information request, in 
some instances the personal device may be seized and retained for an undetermined time 
as a result of it possibly containing email evidence identifying a person/persons. 

Dunkeswell Parish Council has agreed to use personal devices rather than a “Council Only 
email address/device” to receive emails.  The reasoning behind this being it was felt that to 
purchase devices for each Council Member would be a disproportionate burden on the 
community and could also slow down responses to the clerk/community.  It was also felt 
that any actions required by Councillors, where required, may also be delayed. 

Policy 

a. This policy is has been written to minimise the risks associated with BYOD by 
outlining the responsibility and acceptable use. 

b. This policy is for all members of Dunkeswell Parish Council, elected or co-opted 
members accessing Council information & using a personal device. 

c. Breach of this policy may result in disciplinary action &/or referral to the Monitoring 
Officer. 

Personal Device responsibilities 

d. When using your personal device to access Council information, you are 
responsible for protecting the device.  This includes, regular updating of the software and 
ensuring it is not used by anyone else to gain access to Council information - even if you 
think it is not confidential. 
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e. It is recommended that a password to access your phone is set, with a minimum of 
4 digits, security measures such as fingerprint identification will add to the security of the 
device. 

f. Council members using their own devices are expected to adhere to the policies & 
standards adopted by Dunkeswell Parish Council, whilst using the device. 

As the device owner, you have some specific responsibilities 

• Do not lend anyone your device to access Dunkeswell Parish Council information 
• Before you dispose of, sell, recycle or give away your device please ensure that Council 

information is removed securely, to do this, remove any information manually and then 
reset to factory settings. 

• In the unlikely event you need to email sensitive/confidential information to a third party, 
the information must be password-protected and encrypted. 

• Please ensure that your device security software is updated regularly 
• If you think that any council information has been accessed, mis-used or shared 

inappropriately you must notify the clerk immediately. 
• You are responsible for paying any network charges that might occur whilst using your 

device for council business (BYOD) unless otherwise agreed by full Council. 

g. Devices used for council business may be subject to “discovery in litigation”.  This 
means the device could be used as evidence in legal proceedings against Dunkeswell 
Parish Council.  Your data could be examined by any party in a lawsuit. 
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